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RESOURCES, LLC. RE FIBER OPTIC CABLE

Appellant.

ED CAMACHO CRUZ, declares from his personal knowledge that
the following is true and correct under penalty of perjury:

1. I am employed with the Government of Guam, Office of the
Governor, as the Chief Information Officer at the Bureau of Information
and Technology, Governor’s complex, Adelup.

2. In that capacity, | was made aware of a fiber optic cable
installed and connected from Data Management Resources to the
GovGuam data center next to the Hagatna Police Precinct.
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3. I have evaluated the potential effects/risks of this cable as
currently configured and can safely say that this connection gives Data
Management Resources 24/7, unrestricted, uncontrolled and
unmonitored access to the AS400-run financial and personnel systems of
the Department of Administration (including General Services
Administration), operational programs for the Department of Revenue
and Taxation and the Department of Public Health and Social Services. I
am unaware of the existence of any logging or auditing capabilities, at
any user level, which would (a) reveal if data was manipulated, and (b)
can identify the responsible party.
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